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Single and Entangled photons play a key role in current network security systems. In modern 
research these photons are mostly used in what is called Quantum Cryptography. The primary motivation 
for Quantum Cryptography research is that with the increase of the usage of public channels like optical 
fibers, the distribution of sensitive information security decreases so we need to find methods to increase 
this security. Research is based on finding ways in which this sensitive information can be transmitted 
without compromising security. We use concepts like entanglement to achieve this goal. We use 
entanglement to define two photons ,whose polarizations are entangled, to be sent in two opposite 
distances. If one photon’s certain polarization is known, then the other photon’s polarization will be known 
as well not matter the distance between them.  Another important feature of quantum mechanics that has a 
key role in cryptography is how every quantum measurement significantly influences the observed system, 
thanks to Heisenberg’s principle of uncertainty [1].  First we must analyze what can make the cryptography 
possible which in our case will use 2 primary concepts: Quantum Key Distribution and Single Photon Sources. 

Quantum Key Distribution (QKD) which the area where most of the foundation of quantum 
cryptography has been based is the following. There are two authorized partners that want to establish a 
secret key at a distance. They need a quantum channel of communication and a classical one. The classic 
one needs to be authenticated; meaning that both partners need to identify themselves; an intruder can 
listen to this conversation but cannot participate in it without being discovered. The quantum channel, 
however, is open to any possible manipulation from an intruder. QKD uses the No-Cloning Theorem in which 
it is not possible for an eavesdropper to entangle a photon with the photon that contains the sensible 
information which would allowing him to obtain the information without detection [2].  To obtain the 
photons that will be used in this communication we refer to what will be the sources of these photons which 
for security purposes must be attenuated to the single photon level.  

We can reach the desired photon level using different avenues. One is to use Lasers. Lasers are 
perhaps the most practical and versatile light sources available for us today making it the “weapon of choice” 
for many researchers in cryptography [3]. Unfortunately, these laser sources can sometimes come to be 
unreliable because they are attenuated to the single photon level. The photons they produce are one at a 
time but in average meaning that the photons can come in couplets, triplets or not even appear at all at a 
given time! Then what we need is a true source that produces antibunched photons, single photons that 
truly are separated by time. One of the ways that we can get this desired antibunching is with a single 
quantum emitter which qualifies as a single photon emitter. 

A single photon source is basically obtaining a photon from the atomic level. An excited atom, 
molecule or electron-hole in quantum dot in its transition from that excited state to a lower state will 
release a single photon which can be observed and by definition are antibunched [4].To obtain this quantum 
emitter we can use distinct materials that can fit our purposes. Some examples of such emitters are 
quantum dots, carbon nanotubes , nano-diamonds and dye molecules. We are going to describe these 
examples below since these were the materials employed in our research. 
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 Nano-diamonds are an exciting material that can provide us with antibunched photons. At the basic 
level it might appear strange how a diamond can even enter an excited state since by molecular definition 
they are pretty stable configurations. We have to look at their “colored centers” or impurities if you might 
say! These centers can get excited and thus they can produce a single photon when they decay to lower 
energy states [5].  The advantage of these materials is that diamonds are not such a hard substance to find 
so they can be obtained rather easily. 

 Dye molecules are another material that can be used as a single photon sources. They are single 
emissive molecules embedded in polymers, droplets and gels dispersed in surfaces. They offer the 
advantage that they are rather simple in terms of experimentation. They are can be operated in room 
temperature conditions and that they can be obtained from compact solids [6]. 

 Quantum Dots is a material that has gathered a significant amount of attention from the modern 
optics community.  They are a photonic crystal structure with a modified single-defect cavities that can be 
tuned with different refractive indexes to emit a desired wavelength. There are essentially two types of 
Quantum dots that are highly used. CdSe quantum dots and quantum dots with a CdSe core in a ZnS 
medium. It is actually the size of the core that will determine the spectra of the dot. [7]. 

 Carbon Nanotubes as the non-scientific community might know is a new material that has been 
center stage in many interesting research developments.  They are materials that exhibit 
photoluminescence from semi-conducting walled tubes in which the role of strong exciton binding and 
chirality optical excitations play a significant role. An advantage that these carbon nanotubes have is that 
luminescence can be generated electrically and larger diameter nanotube extends it to the optical 
communication window [8]. 

As you can see there are multiple materials that we can pick from that behave as single photon 
sources and which become relevant in our research. With single photon sources we can address problems 
that are presented in the use of single-photon attenuated systems such as the lack of control of bunching in 
the photons.  And with the insurance that we can have reliable sources of single photons then it becomes 
just a matter of time to develop this technology which will increase security in our everyday sensible 
transactions such as purchases and deposits.  A world with more security and more confidence to give out 
our information without having to fear identity steal is a better world for everyone otherwise we would not 
be doing this meticulous and sensitive research! 
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